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EFFECTIVE ELECTRONIC ATTACK (EA) IN V/UHF FREQUENCY BAND
REACTIVE JAMMING CAPABILITY AGAINST FREQUENCY HOPPING SIGNALS
PROTECTION OF ALLIED COMMUNICATION

ELECTRONIC SUPPORT TO IMPROVE JAMMING PERFORMANCE

MISSION PLANNING SOFTWARE TO SUPPORT SYSTEM EFFECTIVENESS
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MOBILE V/UHF ELECTRONIC ATTACK SYSTEM

ILGAR 3-LT Mobile V/UHF Electronic Attack System has been developed
to provide electronic attack against target V/UHF communication systems
on various platforms. With this system, target communication systems are
blocked or deceived, providing advantage to allied forces on the tactical
field.

The system has a power amplifier subsystem which provides high power
RF output on wide frequency band. Moreover, it uses its own exciter
infrastructure with very high exciter tuning/sweep speed and a wide
band receiver unit with wide instantaneous bandwidth. Owing to these
technologies, the system gains reactive jamming capability. Thus, it can
apply effective jamming against the target frequency hopping signals in the
field.

The system has a basic Electronic Support (ES) capability to support
electronic attack operations and uses high-sensitive receivers to search,
detect and record the target signals as well. Mission Planning Software
(MPS) with the RF propagation analysis capabilities is used for calculation of
optimum system location and jamming power.

The system is divided into two vehicles with lower and upper frequency
bands. According to customer needs and vehicle selection, it is possible
to offer one vehicle-solution. The system is integrated ergonomically to a
4x4 vehicle with its shelter, air-conditioners, antennas and primary power
generator; therefore has a high mobility on the tactical field. The system has
capability to change its position very quickly after the jamming mission. The
system can be operated apart from its platform and/or it can be integrated
to a different kind of platform if needed.

General Information

e V/UHF Frequency Range

¢ Analog/Digital Jamming Signal

¢ Various Types/Modes of Electronic Attack

e Wide Barrage Jamming Bandwidth (Adjustable)

o Effective Jamming Against FHSS (Frequency-Hopping Spread
Spectrum) Signals

o Effective Jamming Against DSSS (Direct Sequence Spread Spectrum)
signals

e Effective Jamming Against GNSS Signals and Satellite Hand Terminals

¢ Voice/IF Recording

¢ Protection of Allied Communication via Protected Frequencies/
Frequency Bands

e Protection of Allied FHSS Networks

e Communication over Software-Defined Digital Radio Infrastructure

e Suitable Communicaton Infrastructure for Remote Control

e Coordinated Operation with Command Control Center

e Automatic Antenna Leveraging/Orientation Adjusting Infrastructure

e UPS Infrastructure

e Advanced Built-In Test Capability

¢ Single Operator Usage

e High Mobility in Tactical Field

e Quick Setup/Tear Down

¢ Military Standards (MIL-STD-810F and MIL-STD 461/464)
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Software

e User Friendly GUI
e Mission Planning Software
e Ability to Analyze the RF Propagation on a Real Terrain,
e Ability to Calculate the Jamming Effectiveness to find the
Optimum Jammer Location and Jammer Power.
e Offline Signal Analysis Software
e Target and Jamming Technics Libraries

Technical Information

e RF Output: Customer Specific Solutions Could Be Offered
e Jamming Types: Continuous, Look-Through, Target Triggered
e Jamming Modes: Spot, Sequential, Multiple, Barrage, Reactive
e Deception Capabilitydeceiving Talents:
¢ Analog Deception Recources (Microphone, Recorded Voice,
Recorded IF
¢ Digital Deception Recources (Solid Bit Sequence, Recorded IF)
e Demodulation: FM, AM, LSB, USB, CW
e Recording Modes: Voice and IF Signal Recording Modes
e Power (Generator): 220 / 380 + %10 VAC, 5043 Hz, 3 Faz
e Operation Temperature: -30° / +50°C
e Storage Temperature: -40° / +60°C
e Humidity: 95% (Non Condensing)

Outstanding Features

e Reactive Jamming Capability Against Frequency Hopping Signals

e Protection of Allied Communication

e High Power Amplifiers with High Efficiency

¢ Wideband/Narrowband Talented Signal Receivers (Search,
Detection, Demodulation)

* Jamming Signal Generators with High Tuning Speed

¢ Adjustable Jamming/Receiving Antennas with High Gain

Specifications are subject to change without any notice. | All tolerances are within +10%.
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